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Another year of work is behind us, with lots of progress across GCC, Clang, and Rust to provide the Linux ker-
nel with a variety of security features. Let’s review and discuss where we are with parity between toolchains,
approaches to solving open problems, and exploring new features.

Parity reached since last year:

« arbitrary stack protector guard location (Clang: RISC-V,, PowerPQ)
« counted_by attribute for Pointer Members (GCC, Clang)

Compiler-specific features landed since last year:

« improved diagnostics for -Warray-bounds and related warnings (GCC)

« kefi hash salt attribute (Clang)
In progress:

- -fbounds-safety language extension (Clang)
« arithmetic overflow protection via Overflow Behavior Types and __strong typedef (Clang)

« forward edge Control Flow Integrity (GCC: KCFI)
Stalled, needs driving:

« Link Time Optimization (Kernel support for GCC)
+ backward edge Control Flow Integrity (x86 CET Shadow Stack in kernel mode)

Primary author: COOK, Kees (Google)
Co-authors: WENDLING, Bill (Google); STITT, Justin (Google); ZHAO, Qing
Presenters: STITT, Justin (Google); COOK, Kees (Google)

Session Classification: Toolchains MC

Track Classification: Toolchains MC


https://github.com/llvm/llvm-project/commit/ca57e8f23ff042c0ae996b040f364ced433b7507
https://github.com/llvm/llvm-project/commit/44b020a3818a01b77415ce12629b020b641af2ea
https://gcc.gnu.org/git/?p=gcc.git;a=commitdiff;h=bddb7b252896906056345b7db87f8d01eb2d1ac1
https://github.com/llvm/llvm-project/commit/9ae3bce17543f92ce0237597cc66503d58cce317
https://gcc.gnu.org/git/?p=gcc.git;a=commitdiff;h=6faa3cfe60ff9769d1bebfffdd2c7325217d7389
https://github.com/llvm/llvm-project/commit/aa4805a09052c1b6298718eeb6d30c33dd0d695f
https://discourse.llvm.org/t/rfc-enforcing-bounds-safety-in-c-fbounds-safety/70854
https://github.com/llvm/llvm-project/pull/148914
https://lore.kernel.org/linux-hardening/20250926023737.it.616-kees@kernel.org/
https://git.kernel.org/pub/scm/linux/kernel/git/jirislaby/linux.git/log/?h=lto

